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1) NAT cunarramachsi;

NAT (Network Address Translation) - TCP-IP xeninepinge IP
MEKEHXallIapblH CaKTayFa >KoHE TYPJCHIIPYTe apHAIFaH TEXHOJIOTHUS.

NAT IPv4 IP mexkeHxaimapbIHbIH JKETICIICYITUTITIH IIEUTy YIIiH OiIan TaObUI/IbL.
bipueme >xpu1 OypbiH IPv4 mOpOTOKONBIHBIH HETI3IH Kajaylibliap HHTEPHETKE
KOCBUTFaH OapJibIK KypbuTFbUTap yimiH 4,3 mwummapna [P mMexeH-kalbl KETKITIKTI
Oonanel nen cennai. bipak onemae 7 MWIIMapATaH acTaM ajgaM 0ap €KEHIH >KOHE
KOIIIUIriMi3ae OipHelie KYpbhUIFbl 0ap €KEHIH €CKEpCEK, OJapiblH >KETKUIIKCI3
OOJIFaHbI aHBIK.

HNuTepHeTke KOCBUIFaH MapuipyTuzaropra Oip xanmsl [P Mexenxaiibl Oepisiesni.
On ramaMIbIK OSKENiJIe KOpIHEIl KOHE CepBepJepMEH OaillaHbIC YIIIH KaxkeT.
MapuipyTtuzaTopra >KEpriulkTi TYpAe KOCBUIFaH Ke3-KeNTreH KYpbUIFblia sxeke [P
MEKEeH)Kaillapel 0Oap, ojap cepBepiiepMeH Tikened "OaimaHpicyFa' MYMKIHIIK
oepmeiini. by sxkepae NAT maitna 6osanst - o1 TpaduKTi OaFBITTAN B

NAT kanau sKymbIC icTemai:

- Ci3aiH KYpBUIFBIHBI3 JIEPEKTEp MAaKETTEepPIH Ki0epy apKbUIbl CEpBEpre cypay
x10epeni. by makerrepe xki6epyu MeH anyiibiHbIH [P, mopT HeMipiepi )koHe KaH1ai
aKmapar cypanajsl;

- Tpaduk Nat 6panamayspimeH mapupytuzaTop apksuisl eTeni. NAT nepekrep
nakeTiHiy >keke [P MekemkailblH >kanmbiFa Koi skeriMal [P mapmipyrusaropbina
e3repteai. On Oy e3repicti atan etei koHe oHbl NAT OarbITTay KecTeciHe KOCalbl;

- lepexrep makerTepi cepBepre KeTiM, KAKETT1 aKnapaTThl ajlajbl;

- Aknapar MapuipyTuszatopra Kaitapeutanel. Enml Nat MmiHzeTi-akmapatrTsl
CyparaH KYpbUIFbIFa KaiiTa xi0epy;

- NAT nepexrep makeTiHiH xanmbl [P-iH anapiaesl skeke [P-re e3repreni sxoHe
OHBI CYpaJIFaH KYPBUIFbIFa Ki0epe/i.

NAT kanaii kopraiabi?

- Ci3niH XKeiHI3AeT1 Ke3-KeITeH KYPbUIFbUIapabiH [P-MekeH-kailnapblH ChIPTKBI
QJIEMHEH JKachIpajibl, OJIap IbIH OapJibIFbiHA O1p MEKEH-Kail Oepei;

- On op0Oip Kipic aKmapar NakeTiH KYPbUIFbIAAH cypay/ibl Tajan ereai. KyTinerin
xabapJap TI3IMIHJIE KOK Ke€3 KEJT'eH 3UsTHAbI IEPEKTEP MaKeTl KaObLIIaHOaN kI,

- Keitbip Opannmayspiep pykcar eTiaMereH TpadukTi OyFarray YIIiH ak
TI3IMAEP/Il KOTAaHYbl MYMKIH.



Herypneim kypaeni mabysuigap omi ge NAT KopraHbICHIH, acipece (QHUIIMHT
HEMece QJICYMETTIK WHXKEHEepUsl OMICTEpiH KojjgaHa amaabl. Ajaija, Oy ci3 OHBI
naiianan0ayslHbI3 Kepek jaereHl ourmipmeiini. NAT Gonmaca, Ke3-KeJlreH oyecKoi
XaKepre KOMIbIOTEpre Kipy oHai 6oap el.

2) Open-Source NG FW Untangle 16.1.1

Untangle miardopmacer (http://www.untangle.com) 30-man actam amibIk
Oacramkpl MOTIH IenIimaepi HerisiHae kacanran (Metavize KOMITaHUSACHI YCHIHFaH).
Omapawig apaceiaga Knoppix, Snort, ClamAV, SpamAssasin, Squid »oHe 6ackanmapsl
6ap. Untangle »xo0achIHBIH MakcaThl IIAFbIH JKOHE OpTa YHbIMAapaa Isa Server,
SonicWall nemece WatchGuard CHSKTBI KOMMEPIMSUIBIK IICHIIMACPIl ayBICTHIPY
Oosbin TaObuTaAbl. JKaHa >KOOAHBIH HETI3r1 UEACHl OKIMIINITE >Kejll Kayimlci3airid
HBIFAUTyFa MYMKIHJIK OepeTiH Oip KOMIbIOTepre Kypajjbl OpHATy >KOHE OHaii
Oackapy. bapnbik KopraHbic MOAyNbAepi Oap KemTereH yKcac MenrimaepIeH
anplpmamblIbiFel, Untangle-me 0acTankplaa €IITEHE KOK. OKIMINI HETi3rl JKyHeHi
(Untangle Gateway Platform) opnatkaHHaH KeiliH OpHATBUIATHIH ©3IHE KaXKETTI
KOpray MOJyJbJEpiH aepOec TaHmaapl. OmapaplH 1mIiHAE OaFbITTAyAbl, CIIAMJIbI
CY3yll, BHpPYCKa KapChl JKOHE Spyware TEKCepyll, JKelllapaiblK SKpaHIbI,
aHTAPUIMMHTTI, MAOyBUIAAPALI  aHBIKTAy/bl, KOHTEHTTI KaMTaMachl3 eTEeTiH
KOMITOHEHTTEp Oap.
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Wmnopt kondurypaynii

YKaxknTe napameTpbl MMNOpTa

Jlanee NepesMCneHs! BUDTYansHbIE MALMHEl W MK YCTPORCTEE, OMMCEHHBIE B MMNODTUDYEMOR KOHGWTYPALUIM, BONBWWHCTEO U3 YKA3aHHEIX NDaMETPOE MOMHO MIMEHUTE
nBﬂﬁHblM LWENYKOM MBILK HE BbIEPEHHOM 3NEMEHTE, mubo OTKNIOWMTE WNONB3YA COOTBETCTEYIOUWLWE FanoYKH.

BupTyancHan cuctema 1

‘{;‘ man Untangle NGFW
E Tun roctesoid OC H Debian (64-bit)
Q Mpoueccop 1

& oy 4096 MB

@ DVD-npueoa
@ USE-konTponnep
@ CeTesoi agantep Intel PRO/1000 MT Desktop (32540EM)

Intel PRO/1000 MT Desktop (82540EM)

@ CeTesoi agantep

<> Kormponnep (IDE) Pllxd

<> Kormponnep (IDE) Pllx4

& Kormponnep (SATA) AHCI

hd 0 Kontponnep (SCSI) LsiLogic

BupTyaneHeiii obpas gucka  ngfw-untangle-16.1.1_buster_amd64_current-release161_2020-11-10t092338_affe360f2662.vmdk
basoseii katanor C\Users\TynesunarVirtualBox Vs

Ocrosras rpynna /
ManKka MalwHHE!: | Ci\Users\MynesuHaT WirtualBox YMs

Monutika MAC-agpeca: |BrnouaTs Tonbko MAC-apgpeca ceTesoro anantepa MNAT

JononHuTensHLIE oNLym: MMNOpTUPOBaTE KECTKME Anckn kak VDI

KoHbUrypaLys He 3aBepeHa

Mo ymonqaHuo WrnopT OTMera

¥ Wmnopt kondmrypauum ...: Importing appliance 'D¥\BupTyansran nabopatopua 02122020\ Untangle ng firewall 17122020\ngfw-untangl...

Importing virtual disk image 'ngfw-untangle-16.1.1_buster_amd&4_current—elease161_2020-11-10t092338_affe360f2662.vmdk' ... (2/3)

BN % X

Bpemenn ocTanock: 28 cerkyHa

Untangle NGFW [PaBoraer] - Oracle VM VirtualBox - O X

VW ’
untangle

®aitn  Mawwna EBua Beoa Ycrpoficrea Cnpaeka

Please select your language:

» Continue

Norwegian Nynorsk
Polish

Portuguese
Portuguese (Brazil)
Romanian

Russian

Slovak

Slovenian

Serbian

Swedish

Turkish

Chinese (Simplified)
Chinese (Traditional) -

ol Bl @ & riht cwl




Wi
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Thanks for choosing Untangle!

A wizard will guide you through the initial setup and configuration of the Untangle Server.

P Run Setup Wizard

License

To continue installing and using this software, you must agree to the terms and conditions of the
software license agreement. Please review the whole license agreement by scrolling through to the
end of the agreement

Untangle Software License

UNTANGLE INC.

PROPRIETARY END USER LICENSE AGREEMENT

This End User License Agreement (this "Agreement") is entered
into between Untangle, Inc. ("Untangle”) and the person or entity
("you" or "Licensee") that purchases, receives, installs, or
subscribes to the Software Product(s) (as defined below)
accompanying this Agreement. If you do not agree to the terms
and conditions of this Agreement, Untangle is unwilling to license
the Software Product to you. Untangle reserves the right to

rafiiea tn sall entherrintinne ar allnw neana nf anv Snftwara

After installation, this license is available at https://www.untangle.com/legal

Disagree Agree
N - ~A O AFL A
Configure the Serve
Admin account Install Type
Cho 1 password for n pe dete n 1
admin account ettin
Password: Choose Type:
srsssssenns Nonprofit w
Confirm Password:
tessssssaas Timezone

Adrnin Email: -
min Emat (~UTC+06:00) Asia/Almaty >



[dentify Network Cards

This step identifies the external, intemal, and other network cards.

Step 1: Plug an active cable into one network card to determine which network card it is.
Step 2: Drag and drop the network card to map it to the desired interface.
Step 3: Repeat steps 1 and 2 for each network card and then click Next.

Name % | Device Status MAC Address
External & etho @ connected 1000 full-duplex Intel Corporation 08:00:27:07:7c:8e
& ethl @ connected 1000 full-duplex Intel Corporation 08:00:27:a4:d3:06
@ Server Settings eeQeeee Internet Connection 0

Configure the Internet Connection

Configuration Type Status
@ Auto (DHCP) () Static () PPPoE IP Address: 192.168.0.14
2 Renew DHCP Netmask: /24 - 255.255.255.0
Gateway: 192.168.0.1

Primary DNS: 192.168.0.1

Secondary DNS:

@ Test Connectivity

9 Network Cards (XX XXX Internal Network )



Configure the Internal Network Interface

@ Router

This is recommended if the external port is plugged into the internet connection. This

enables NAT and DHCP. t.;'—.\ i:;"
Internal Address: | 192.168.2.100 - .

Internal Metmask: /24 - 255.255.255.0 v
[ Enable DHCP Server (default)
D) Transparent Bridge

This is recommended if the external port is plugged into a firewallfrouter. This bridges

=)
Internal and External and disables DHCP. e T
-

@ Internet Connection LE N N Ne R Auto Upgrades €

Automatic Upgrades and Command Center Access

[¥] Automatically Install Upgrades
Automatically install new versions of the software when available.
This is the recommended choice for most sites.

Connect to Command Center

Remain securely connected to the Command Center for cloud management, hot fixes, and support access.
This is the recommended choice for most sites.

O Internal Network [ XN NN Nall Finish €

The Untangle Server is nhow configured.

You are now ready to configure the applications.

v Go to Dashboard



Congratulations! Untangle is ready to be configured.

Please register with an untangle.com account before continuing.
Registering gets you the following benefits:

* Access to your account on untangle.com
* Manage your licences, renewals, servers, and contact info all from one dashboard.
# Easily transfer licences between servers.

Registration only takes a second and it is required before installing applications.
Rest assured, we will never spam you or share your contact information with anyone.

Login or Create an Account

ERED CUSTOMERS

If you are a new Untangle Customer, please click
Create New Account below.

CREATE AN ACCOf

If you have an account with us, please log in

Email Address *:

Password *:

Forgot your password? LOGIN

untangle

@ Settings @ Reports App not installed! Report based widgets are not available.

Information Resources CPU Load

untangle Memory )
version: 16.1.1 214GB
. 15.9% used free 84.1%
uptime: 17m i) 3 i)

Server: custom Disk
CPUCount: 1 337.13GB - - h
CPU Type: Intel(R) Core(TM) i7-3632QM CPU 6.0% used free 94.0%
@ 2.20GHz onE e JLTOS R 22

Architecture: amdé4
Memory: 4.14 GB
Disk: 337.13 GB

Network Information Network Layout

External

w 0.02 kBis
& 0.04 kBfs

Total Sessions Scanned Sessions

15 0

w 0.04 kBfs
a 0.00 kBis

Internal
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Launch

Recovery _
Client Reboot Shutdown Utilities Terminal

Terminal Use Warning
You will be prompted to enter the adminjroot password to proceed.

- WARNING:

Changes made via the command line are NOT supported and can seriously interfere with the proper operation of Untangle.
Changes made via the command line are NOT supported by Untangle and can severely limit your support options.
It is recommended to disable upgrades if any changes are made.

This feature is for advanced users only.

OK

root@untangle
#

# cd
# apt upd

updates.untangle.co
[4144 B]
ed 718 kB in 65 (1

mbedding login info
for "htt tes.untangle.co

computer-wvm
Vm

Boot ID:
Virtual '
Operating : GNU/Linux 18 (buster}
A B-11-untangle-amd64




Untangle Administrator Login

locathost

Reports App is not installed!

]
e

Please wait ...



Untangle mymkin Tannayaapsl

Top Cllent Addresses | & Refresh | | O Auto (5 sec) | | O Data View || & Download (image
The number of sessions grouped by client (source) address.

Client
[c_client_addr] by sessions

© 192.168.0.14

® 192.0.2.1 192.168.2.100 (18.75%)

© 192.0.2.200 £
192.168.2.100

. 192.168.0.14 (43.75%)

192.0.2.200 (18.75%) —

192.0.2.1 (18.75%) -

© Back to Config I Eﬂntwurﬂ
m[m”m[ Port Forward Rules H NAT Rules H Bypass Rules ” Filter Rules H Routes ” DNS Server H DHCP Semrl Advanced I

A Advanced settings require careful configuration. Misconfiguration can compromise the proper operation and security of your server.

[ Options H Qos I Access Rules IUPnP H DNS & DHCP H k Cards H Netfl ” y a ]

Access Rules

| © Add & Import 4 Export
] Rule Id Enable 1PvE Description Conditions Block Edit Delete
e Allow SSH Destination Port = 22 - Protocol = TCP B
& Allow HTTPS on WANs Destination Port = 443 « Protocol = TCP -+ Scurce Interface ... =]
& Allow HTTPS on non-WANs Destination Port = 443 « Protocol = TCP -+ Scurce Interface ... =]
& Allow PING Protocol = ICMP =
+ Allow DNS on non-WANs Destination Port = 53 « Protocol = TCP, UDP + Source Interf... f
& Allow DHCP on non-WANs Destination Port = 67 » Protocol = UDP « Source Interface ... =]
+ [ Allow HTTP on non-WANs Destination Port = 80 -« Protocol= TCP = Source Interface =... = =




HeBezonacko | his//192.168.0.14

Bawe noagKnrw4YeHUe He ABNAETCA 3aKpPbITbIM

SNOYMEINEHHUKY MOTYT NMOMNBITATECR YKPACT EalM AaHHbe ¢ 192.168.0.14 (hanpumep,

napoau, COOGU.(EHHR WA KpEJWTHBIE K3 prI}.

MET::ERR_CERT_AUTHORITY_INVALID

CKDBITE A0NOAHUTENLHBIE CBEASHWA m

3TOMY CepBepy He yAanock A0Ka3aTk, UTo OH sBnseTca 192.168.0.14. Ero ceptndukar
H5e30NacHOCTH HE ABNAETCA AOBEPEHHBIM NS ONEPaLUOHHOR CHUCTEMBI BALLETO

KOMNBHoTepa. MpruMHOR MOXET BbITh HENPABWALHAA HACTPOMKA MAW NOMLITKA

3N0YMbILINEHHWKA NEPEXBATUTb Balle NOAKNOUEHKE.

MNepsity Ha 192.168.0.14 (HebezonacHo)

A HebBesonacho | ktps://192.168.0.14/admin/index.do

Intangle NGFW [Paoraer] - Oracle VM VirtualBox
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total @ scamned ® bypassed

Notifications (1)

Summary « The timezone has been changed since
boot. Areboot i d.
sal @ scanned @ bypassed 00t. A reboot is require




